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Abstract
Withthewidespreadadoptionofnetworkencryptiontechnologies,encryptedmalicioustrafficclassifica-tion has become an important research direction in the field of cybersecurity [1–3].However, in real-world networkenvironments,labeledmalicioussamplesarescarceandannotationcostsarehigh,causingexist-ingmethodstofacesignificantperformancebottlenecksunderfew-shotconditions.Toaddressthisprob-lem, this paper proposes a lightweight retrieval-augmented encrypted traffic classification model, RAC-ET (Retrieval-Augmented Classification for Encrypted Traffic).The proposed method first converts raw traffic payload bytes into token sequences and extracts deep semantic features using a pre-trained ET-BERT model;then constructs a vector-indexed sample knowledge base for storing high-dimensional representations of his-torical samples; during inference, efficient vector retrieval obtains the Top-K nearest neighbor samples most semantically similar to the query sample; finally, a cross-attention mechanism fuses query features with re-trieved features for accurate classification.Experimental results on three benchmark datasets demonstrate that:on the CICIDS2017 dataset,RAC-ET achieves an average accuracy improvement of 6.72% over the baselinemodelET-BERTunderfew-shotscenarios,withthelargestimprovementof+11.22%atthe10-shotsetting(70.31%→81.53%);ontheIoT-23datasetunderfew-shotscenarios,theaverageaccuracy improvement reaches +20.09%, with the 3-shot setting achieving up to +28.15% (20.43% →48.57%); on the data-sufficient CSTNET-TLS 1.3 dataset (120 classes), the proposed method achieves 91.75% accuracy under the full-data setting, a 3.0% improvement over the baseline.
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1 	Introduction
With the popularization of 5G communication technology and the continuous improvement of digital infras-tructure, network traffic volumes continue to grow, and cyberattack activities exhibit increasing frequency and sophistication.The Imperva 2025 Bad Bot Reportand the FBI’s 2026 public advisories on cryptocur-rency and AI fraudindicatethatmaliciousautomatedtraffic remainsatpersistentlyhighlevels,with gen-erativeAI-basedscamactivitiesgrowingsignificantlyinrecentyears;meanwhile,thedirectandindirect economiclossesfromcybercrimecontinuetoexpand.Publiclyavailabledatashowsthatmaliciousbot trafficnowaccountsforapproximately37%ofallinternettraffic,whilelossestoAmericanvictimsfrom cryptocurrency-related and AI-assisted fraud have reached billions of dollars [4,5].For most attack chains, malicious traffic transmission is a key vehicle for infiltration, lateral movement, and data exfiltration; there-fore,high-precisionmalicioustrafficdetectionhasbecomeafundamentalcapabilityofnetworkdefense systems.
However,attackerswidelyuseencryptionprotocolssuchasTLS/SSLtoconcealcommunicationseman-tics, significantly limiting traditional detection methods that rely on plaintext content (e.g., DPI). Especially againstthebackdropofrapidIoTdeviceproliferation,endpointheterogeneityandattacksurfacesexpand simultaneously.Thehighstealthiness,strongdynamics,andclassimbalanceofencryptedtrafficfurther
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exacerbatethechallengesformalicioustrafficidentification.Priorresearchhaspointedoutthatmalware propagation increasingly relies on encrypted connections such as HTTPS and TLS 1.3 [2,6], rendering tradi-tional deep packet inspection (DPI) methods progressively ineffective.How to accurately identify malicious behavior in massive, highly stealthy encrypted traffic has become a critical issue for safeguarding digital as-sets.
Currently, deep-learning-based encrypted malicious traffic detection methods can be categorized into three mainstream technical approaches.The first is CNN-based methods.These methods typically treat raw traf-fic byte streams as one-dimensional signals or map them to two-dimensional representations for processing. In representative work, Wang et al. proposed an end-to-end encrypted traffic classification framework based on 1D-CNN that directly extracts local spatial features from raw traffic [7].However, CNN-based methods primarily focus on local patterns, often neglecting long-range temporal dependencies between packets, and fixed input length truncation may cause loss of critical information.The second is RNN/LSTM-based tem-poral modeling methods.These methods treat network traffic as time series and use memory mechanisms to capture contextual dependencies; the representative work by Rezaei and Liu systematically surveyed and validated the effectiveness of RNN/LSTM/GRU approaches in encrypted traffic classification [2].Although these methods perform well in handling variable-length sequences, RNN architectures have low parallel ef-ficiency and may still suffer from gradient decay with long sequences, limiting stable capture of long-flow features.The third is pre-trained model-based methods.These methods typically perform self-supervised pre-training on large-scale unlabeled traffic before transferring to downstream classification tasks, thereby enhancing feature representation capability.The representative ET-BERT leverages the BERT architecture from NLP, using Transformer encoders to capture long-range dependencies and learning context-aware dy-namic embeddings through masked language modeling, achieving excellent performance in data-sufficient scenarios [3].However,the fine-tuning process of such models is highly dependent on abundant and bal-anced labeled data, and in few-shot scenarios, they may suffer from overfitting and significant performance degradation due to insufficient supervisory signals.
Despite this progress, three key challenges persist in practice.(1) Performance degradation due to limited labeleddata.Malicioussamplesconstituteasmallfractionofnetworktrafficandrequiredomainexper-tisetoannotate,makinglarge-scalelabelingprohibitivelyexpensive.Newmalwarevariantscontinually emerge with only a few labeled samples per class, severely limiting the fine-tuning performance of existing deep models such as ET-BERT. (2) Insufficient generalization under few-shot conditions.Parameterized discriminative models (CNN, RNN/LSTM, fine-tuned ET-BERT) internalize all knowledge in their parame-ters.When confronted with novel, stealthy, and rapidly evolving attacks, a handful of labeled samples cannot provide sufficient contextual information, leading to unstable decision boundaries.(3) High cost of model updating and online adaptation.Supervised deep classifiers—especially large pre-trained models—often requireextensiveparameterre-fine-tuningorperiodicfullretrainingasattackpatternsevolve,makingit difficult to meet the low-latency and rapid-iteration requirements of real-world deployment.
To this end, we propose a lightweight retrieval-augmented encrypted traffic classification model, RAC-ET (Retrieval-AugmentedClassificationforEncryptedTraffic).Themethodfirstconvertsrawtrafficpacket payload bytes into token sequences and uses pre-trained ET-BERT as a feature extractor to obtain deep se-mantic representations; then constructs a vector-indexed sample knowledge base to store high-dimensional features of historical samples; finally, during inference, retrieves the Top-Knearest neighbor samples most semantically similar to the query and fuses query features with retrieved features through a cross-attention mechanism for accurate classification.By retrieving and integrating similar sample information, the method effectively expands the context available for classification decisions, thereby significantly improving clas-sification performance under label-scarce scenarios.
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The main contributions of this paper are as follows:(1) We propose a retrieval-augmented encrypted traf-fic classification framework that combines pre-trained traffic representations with a similar-sample retrieval mechanism.Byintroducinganexternalknowledgebaseasnon-parametricmemory,itmitigatestheper-formancedegradationofpre-trainedmodelsinfew-shotscenarios.(2)Wedesignacross-attention-based featurefusionmechanismthatachievesadaptiveintegrationofqueryfeatureswithnearestneighborfea-tures while keeping the model lightweight (training only a small number of parameters).(3) We construct asystematicexperimentalevaluationschemecoveringbothfew-shotandfull-datascenarios,andanalyze the impact of key design choices including retrieval scale K, residual connections, and attention layers on model performance through ablation experiments.
2 	Related Work
2.1 	Encrypted Traffic Classification
Encrypted traffic refers to data streams encapsulated through protocols such as SSL/TLS and SSH, rendering the original payload as high-entropy ciphertext.With the strengthening of global network privacy protection, encryptedtrafficnowaccountsforover90%oftotalinternettraffic,butthisalsorenderstraditionaldeep packet inspection (DPI) techniques ineffective due to their inability to identify encrypted content.Encrypted trafficclassificationaimstoidentifyapplicationtypesormaliciousbehaviorwithoutdecryptingthedata, leveragingstatisticalfeatures,temporalpatterns,orbytedistributionregularitiesofthetraffic.Existing researchmethodshavegenerallyevolvedfrom“handcraftedfeature-driven”to“automaticrepresentation learning” approaches, with early work primarily based on traditional machine learning.
Traditional machine learning methods primarily rely on handcrafted statistical features, where experts con-structdistinguishablefeaturesbasedonpriorknowledgeofnetworkprotocolsandflowbehaviors(e.g., flow duration, packet length distribution, direction sequences, inter-arrival times, TLS handshake metadata), whicharethenfedintoclassifierssuchasrandomforestsandsupportvectormachines.Inrepresentative work, Anderson et al. in 2018 identified malicious traffic by extracting unencrypted metadata from the TLS handshake phase (such as cipher suites and extension fields) combined with machine learning models [6];Draper-Giletal.characterizedVPNtrafficusingtime-relatedfeaturessuchasflowdurationandpacket length statistics [8].These methods offer strong interpretability and low implementation barriers, but they arehighlydependentonexpertexperienceforfeatureengineeringandstruggletocopewithincreasingly stealthy and evolving complex attacks.It should be noted that although the above literature predates the last five years, they represent foundational work in encrypted traffic classification.
Deep learning methods have gradually become mainstream due to their end-to-end automatic feature extrac-tion capabilities.In early work, Wang et al. proposed an end-to-end 1D-CNN framework that takes raw traffic bytes as input, avoiding tedious manual feature selection [7]; Shapira et al. proposed FlowPic, mapping flow packetsizesandarrivaltimesto2Dimagesforclassificationusing2D-CNN[9];Liuetal.proposedFS-Net, which mines deep temporal features through flow sequence modeling and reconstruction mechanisms, achievinggoodresultsinencryptedtrafficclassification[10].Researchinthelastfiveyearshasfurther focusedon“pre-training+lightweight+generalization”:Linetal.proposedET-BERT,treatingnetwork packets as text and learning contextual representations through masked language modeling [3]; subsequently, BERT-Packet-Header and MetaRockETC further improved encrypted traffic classification performance on public datasets,addressingheaderinformation encodingandcross-scenariogeneralization[11, 12].Addi-
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tionally, recent surveys and empirical studies have noted that deep models still face robustness and transfer-ability challenges in cross-domain deployment and class evolution scenarios [13,14].In summary, existing methods have evolved from traditional machine learning to deep learning, and further to pre-trained repre-sentation learning paradigms, but “stable generalization under few-shot conditions” remains a core challenge in this field.
2.2 	Few-Shot Learning
Few-shot learning (FSL) focuses on achieving effective classification with very few labeled samples, with its core goal being to improve the model’s ability to rapidly adapt to new classes and tasks.In cybersecurity scenarios, where malicious traffic annotation relies on expert experience, sample acquisition costs are high, and attack types evolve rapidly, FSL has strong application significance.
Existing FSL methods mainly include two technical approaches.The first is meta-learning methods, which train models “how to learn” through numerous auxiliary tasks.Vinyals et al. proposed Matching Networks, establishingend-to-endmatchingrelationshipsbetweensupportsetsandquerysamplesthroughattention mechanisms,enabling models to perform discrimination based on inter-sample similarity [16];Snell et al. proposedPrototypicalNetworks,mappingeachclass’ssamplestoprototypevectorsinfeaturespaceand using distances from query samples to class prototypes for classification, with a simple structure and good stability[15];Finnetal.proposedMAML,learningasetofeasilytransferableinitializationparameters through bi-level optimization, enabling models to adapt to new tasks with only a few gradient updates [17]. These methods emphasize task-level knowledge transfer and have achieved good results on standard few-shot benchmarks.
The second is transfer learning and parameter-efficient fine-tuning methods, whose basic idea is to first obtain universal representations using large-scale data, then complete target task adaptation by updating only a small number of additional parameters.Houlsby et al. proposed Adapter, inserting lightweight bottleneck modules between pre-trained model layers, requiring only the training of newly added parameters to achieve cross-task transfer [18]; Hu et al. proposed LoRA, constraining weight updates to low-rank decomposition form, significantly reducing fine-tuning costs with essentially no increase in inference overhead [19].Compared tofull-parameterfine-tuning,thesemethodsaremoresuitableforapplicationenvironmentswithlimited samples and constrained computational resources.
Intheencryptedtrafficclassificationdomain,Yangetal.proposedMetaMRE,combiningmeta-learning mechanisms with representation enhancement strategies, improving model generalization in few-shot traffic classification through task-level adaptive feature transformation, validating the feasibility of FSL in network traffic scenarios [20].
However,theabovemethodsstillhaveseverallimitationsinencryptedmalicioustrafficdetectiontasks. First,meta-learningmethodstypicallyrelyonalargenumberofauxiliarytaskswithdistributionssimilar to the target task for training, but in real network environments, traffic classes evolve rapidly and distribu-tion drift is significant, making offline-constructed training tasks difficult to adequately cover actual attack patterns.Second,whetherMatchingNetworks,PrototypicalNetworks,orMAML,thesemethodsmostly focus on extracting discriminative evidence from within the current support set; when samples per class are extremely few and intra-class variance is large, models are susceptible to insufficient representativeness of support samples.Third, parameter-efficient fine-tuning methods such as Adapter and LoRA, while reducing
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trainingcosts,stillprimarilystoreknowledgeinmodelparameters,withlimitedabilitytoleveragenewly added attack types and historically similar samples, unable to dynamically absorb external information like explicit memory mechanisms.Therefore, relying solely on meta-learning or lightweight fine-tuning remains insufficient for stably solving the generalization and online adaptation problems in few-shot encrypted traffic classification, which also provides motivation for introducing retrieval-augmented external sample memory.
2.3 	Retrieval-Augmented Methods
Retrieval-augmented(RA)techniquesaimtobridgethelimitationsofdeeplearningmodelsinlong-tail knowledge memorization and real-time data updating by introducing external knowledge bases.Their core logicisthesynergisticfusionofthemodel’sparametricknowledgewithnon-parametricknowledgefrom externalknowledgebases.Categorizedbytaskobjectives,existingresearchhasprimarilyevolvedalong two paths:Retrieval-Augmented Generation (RAG) and Retrieval-Augmented Classification (RAC).
Retrieval-Augmented Generation (RAG) is the representative paradigm in current NLP. A typical RAG sys-tem consists of a neural retriever and a generator:during inference, the model first retrieves relevant passages from an external corpus based on the query, then uses them as context to guide the generator’s output [21]. Toimproveretrievalquality,subsequentworkdevelopeddual-encoderschemescenteredondensevector retrieval (e.g., DPR), significantly enhancing recall and semantic matching quality in knowledge-intensive tasks[22];therecentSelf-RAGfurtherintroduceson-demandretrievalandself-reflectionmechanismsto improve generation quality and factual consistency [23].However, RAG methods typically rely on relatively large generative models, with long inference chains and high computational overhead, making them difficult to directly satisfy the engineering constraints of low latency and high throughput in network traffic detection scenarios.
Unlike generation tasks, Retrieval-Augmented Classification (RAC) aims to retrieve similar samples to as-sist discrimination.This method can be traced back to non-parametric memory augmentation methods such askNN-LM,whichintroducenearest-neighborretrievalbeyondparametricmodelstocalibrateprediction distributions [24]; in recent years, related research has further adopted Top-Knearest-neighbor retrieval in densevectorspacescombinedwithfeaturefusionmechanisms,improvingmodelrobustnessunderlong-tailclassesandlow-resourcesampleconditions.Forexample,infew-shottextclassification,retrieval-augmented training objectives have been used to stably improve performance in low-resource scenarios [25], andinlongdocumentclassification,retrieval-augmenteddiscriminativeframeworksbalancingefficiency andinterpretabilityhavebeendeveloped[26].Incontrast,intheencryptedtrafficclassificationdomain, existing research still primarily focuses on feature representation learning and parameterized classifier opti-mization, with relatively little discussion on the idea of “using external similar samples to provide auxiliary contextforcurrenttrafficdiscrimination,”especiallyunderfew-shotconditions,wherehowtoeffectively convert retrieved historical samples into stable classification evidence remains insufficiently studied
To address this gap, this paper draws upon the non-parametric memory augmentation idea from kNN-LM and the core concept of retrieval-assisted discrimination in the RAC paradigm, proposing an improved scheme forfew-shotencryptedtrafficclassification:unlikepathsrelyingongenerativelargemodels,thiswork uses pre-trained ET-BERT to construct a traffic semantic vector knowledge base; during inference, efficient vector retrieval obtains the historical support samples most similar to the query traffic; subsequently, a cross-attentionmechanismisintroducedtoadaptivelyfusequeryfeatureswithretrievedfeatures.Thisdesign avoidscomplextextgenerationprocesses,enablingmoreeffectiveutilizationofexternallabeledsample
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information, enhancing classification boundary discrimination under few-shot conditions while maintaining the efficiency and stability required for practical deployment, achieving lightweight, dynamically updatable retrieval-augmented encrypted traffic classification.
It is important to emphasize that RAC-ET is fundamentally different from the traditional k-nearest neighbor (kNN) classifier in three key aspects.(1) kNN directly uses majority voting over retrieved neighbor labels as the final prediction, constituting a purely non-parametric method.In contrast, RAC-ET fuses the retrieved neighborfeatureswiththequeryfeaturethroughalearnablecross-attentionmodule,thenfeedstheresult into a parametric classification head—the retrieved results serve as “contextual augmentation” rather than directvotes.(2)kNNishighlysensitivetoneighborquality,wherenoisyretrievalsdirectlycorruptthe classification outcome.RAC-ET’s attention mechanism can learn to suppress the weights of noisy neighbors;as shown in the ablation study (Table 7), removing the attention mechanism leads to significant performance degradation, confirming the necessity of adaptive fusion for leveraging retrieval information.(3) kNN has no training phase and cannot perform end-to-end optimization of the retrieval–fusion process.RAC-ET jointly optimizes the cross-attention,FFN, and classification head through supervised loss,enabling the model to learn how to optimally utilize retrieval results.
3 	Method
This section presents the proposed retrieval-augmented encrypted traffic classification model RAC-ET (Retrieval-AugmentedClassificationforEncryptedTraffic).Followingtheorganizationalstructureofthe“Method”chapter, this paper describes the model components and their coordination mechanisms in the order of “over-all framework—data preprocessing—feature representation—retrieval augmentation—fusion and discrimi-nation.”To avoid notation ambiguity, we use Ksto denote the number of labeled samples per class in the few-shot setting (i.e., Ks-shot), and Krto denote the number of retrieved neighbors (Top-Kr).
3.1 	Framework Overview
The overall architecture of RAC-ET is illustrated in Figure 1, comprising five main stages:data preprocess-ing, feature extraction, knowledge base construction and nearest-neighbor retrieval, cross-attention fusion, and classification decision.Unlike traditional encrypted traffic detection methods that rely solely on param-eterizedclassifiers,RAC-ETretainsthesemanticrepresentationcapabilityofthepre-trainedmodelwhile introducing external sample memory as retrieval context, enabling the model to achieve stable discrimina-tion with the help of historically similar samples even under few-shot conditions.Its core components can be summarized as:
•Feature Extractor:Uses the pre-trained ET-BERT [3] to encode raw traffic byte sequences into dense feature vectors;
•Knowledge Base:A vector database storing the feature representations of available traffic samples;
•Retrieval Module:Retrieves the nearest neighbors most relevant to the query sample from the knowl-edge base through efficient similarity search;
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•Fusion Classifier:Fuses query features and retrieved features using a cross-attention mechanism and outputs the final class prediction.
[image: ]
Figure 1:Overall architecture of the RAC-ET framework.Input traffic is encoded by ET-BERT into query features, then Top-Krsimilar samples are retrieved from the knowledge base, fused through cross-attention and a feed-forward network, and finally classified by the classification head.
Given an input traffic sample x, the overall pipeline of RAC-ET proceeds as follows:
1.Extract the query feature using the frozen ET-BERT encoder:
hq= f(x). (1)
2.Retrieve the Top-Krsimilar samples from the knowledge base:
R(x) = {(x1, y1), . . . , (xKr, yKr)}. (2)
3.Extract the feature representations of the retrieved samples:
{h1, h2, . . . , hKr}. (3)
4.Fusethequeryfeaturewiththeretrievedfeaturesthroughthecross-attentionmoduletoobtainthe 	augmented representation hfused;
5.Feed the fused representation into the classification head to produce the final prediction.
3.2 	Data Preprocessing
Following the input specifications of ET-BERT [3], this paper first converts raw encrypted traffic into discrete token sequences suitable for processing by the Transformer encoder.This process corresponds to the data
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standardization step before model training, with the goal of preserving behavioral semantics in the payload as much as possible while unifying input length and representation format.The entire preprocessing pipeline consists of three stages.
Stage 1:Packet Extraction 	For each network flow,payload bytes are first extracted from the transport layer (TCP/UDP). The specific steps are as follows:
1.Parse the Ethernet frame and extract the IP packet;
2.Identify the transport layer protocol type;
3.Extract the payload bytes following the transport layer header;
4.Truncate or pad the payload byte sequence to a fixed length L0= 128.
Stage 2:Byte-to-Token Conversion 	For each byte bj∈{0, . . . , 255} in the payload, a domain-specific vocabulary mapping converts it to a token tj: 
	{
	tj=
	bj+ 1,
	bj∈{0, . . . , 255},
	(4)

	
	0,
	if the position is padding.
	


Therefore,thevocabularysizeis257,wheretoken0representsthepaddingsymbolandtokens1∼256 correspond to byte values 0x00–0xFF.
Stage 3:Sequence Formatting 	A [CLS] token is prepended to the token sequence, and sequences shorter than L0 are padded with [PAD] tokens.The final input format is
[CLS],t1,t2,. . . ,tn,[PAD],. . . ,[PAD]. (5)
Thus, the actual input length for ET-BERT is
	3.3
	T= L0 + 1 = 129.
	(6)

	
	ET-BERT-Based Feature Extraction
	


After tokenization, this paper employs ET-BERT as the backbone feature extractor for unified encoding of traffic sequences.ET-BERT is a BERT model pre-trained for network traffic scenarios,which learns con-textual dependencies through masked language modeling on large-scale unlabeled traffic, enabling effective capture of statistical patterns and structural information in encrypted traffic.
Given an input sequence x, ET-BERT produces contextualized representations for each token:
H = ET-BERT(x) ∈RT×d, (7)
where Tdenotes the input sequence length and d = 768 denotes the hidden dimension.
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Thispaperadoptsthehiddenstateatthe[CLS]positionastheglobalrepresentationoftheentiretraffic sample: 
	h = H[CLS]∈Rd. (8)
Duringbothtrainingandinference,theET-BERTparametersarekeptfrozentofullypreservepre-trained knowledge and reduce fine-tuning overhead.
3.4 	Knowledge Base Construction
Theknowledgebasestoresthefeaturerepresentationsandlabelinformationofavailabletrafficsamples, providing external context support for query samples during inference.For each available sample (xi, yi), its representation is first obtained through the frozen feature extractor:
hi= f(xi). (9)
Subsequently, the knowledge base is constructed as:
KB= {(hi, yi) | i = 1, 2, . . . , N}. (10)
This paper uses FAISS [28] to build the vector index for efficient nearest-neighbor retrieval.Since cosine similarity is used in the retrieval stage, to be consistent with the inner product search ofIndexFlatIP, all feature vectors are L2-normalized before indexing and querying.For notational simplicity, we continue to denote the normalized vectors as h.
In few-shot scenarios,for a C-way Ks-shot task,the knowledge base constructed from labeled data alone has a size of Ks × C.Additionally, if extra unlabeled or reserved samples are available, their feature rep-resentations can also be added to the retrieval candidate pool to provide richer contextual information; such samples do not participate in supervised loss computation.
For larger-scale knowledge bases,approximate nearest-neighbor index structures such as IVF and HNSW can be further employed to improve retrieval efficiency beyond exact search.
3.5 	Retrieval Module
Afterobtainingthesemanticrepresentationofthequerysample,theretrievalmoduleselectstheTop-Kr most similar samples from the knowledge base as support instances for the current classification task.This paper employs cosine similarity as the similarity metric:
	s(h, h) =
	h⊤qhi
	.
	(11)

	qi
	∥hq∥2 ∥hi∥2
	
	


Since the features are L2-normalized, the above equation can be equivalently written as the inner product:
s(hq, hi) = h⊤qhi. (12)
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Therefore, the retrieval set can be expressed as:
R(x) = TopK(hi,yi)∈KB s(hq, hi). (13)
The resulting retrieval set is:
R(x) = {(h1, y1), (h2, y2), . . . , (hKr, yKr)}, (14)
whereeachnearestneighborconsistsofitsfeaturevectorandlabel.Thisprocessessentiallyintroducesa
dynamically updatable layer of non-parametric memory in the parameterized representation space, helping
to improve the model’s discriminative stability for long-tail and few-shot classes.
3.6 	Cross-Attention Fusion
To effectively leverage the retrieved contextual information, this paper designs a cross-attention fusion mod-
ule that selectively aggregates query features and retrieved features [29].Unlike direct concatenation or av-
erage pooling, this module can adaptively assess the importance of different neighbor samples based on the
semantic needs of the current query sample.Let the query feature be hq∈R1×d, and stack the Krretrieved
features as:
Hr= [h1; h2; . . . ; hKr] ∈RKr×d. 	(15)
The cross-attention computation proceeds as:
Q = hqWQ, (16)
K = HrWK, (17)
V = HrWV , (18)
where WQ, WK, WV∈Rd×dkare learnable projection matrices.The attention output is then:
	z = softmax
	(QK⊤√dk
	)
	V.
	(19)


To ensure dimensional consistency with the original query feature, an output projection matrix WO∈Rdk×d
is introduced, and a residual connection with layer normalization yields:
hattn= LayerNorm (hq + zWO) . (20)
On top of this, a feed-forward network (FFN) further enhances feature expressiveness:
FFN(x) = ReLU(xW1 + b1)W2 + b2, (21)
hfused= LayerNorm (hattn + FFN(hattn)) . 	(22)
This mechanism adaptively assigns weights to different retrieved samples based on the semantic represen-
tationofthequerysample,therebyhighlightingthecontextualinformationmostrelevanttothecurrent
classification decision and suppressing interference from irrelevant or noisy neighbors.
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3.7 	Classification Head
After obtaining the fused representation, this paper employs a lightweight linear classification head for final discrimination.The fused feature hfused passes through a linear classification layer and softmax to obtain the class probability distribution: 
	p = softmax (hfusedWc + bc) , (23)
where Wc∈Rd×C, bc∈RC, and Cdenotes the number of classes.
3.8 	Training Objective
This paper employs cross-entropy loss to train the model, minimizing the divergence between the predicted class distribution and the true label distribution.For a training set containing Nsamples, the loss function
	is defined as:
	L= −1
	∑
	∑
	ylog p,
	(24)

	
		ce
	N



	i=1
	c=1
	i,c i,c
	


where yi,c is the one-hot label of sample i for class c, and pi,c is the model’s predicted probability of assigning sample i to class c.
Since the ET-BERT backbone is kept frozen, only the cross-attention module, FFN, and classification head parametersareupdatedduringtraining,therebysignificantlyreducingoptimizationoverheadandmaking the model more suitable for rapid adaptation under few-shot conditions.
3.9 	Parameter Efficiency Analysis
By freezing the ET-BERT backbone, RAC-ET requires training only a small number of additional parameters to complete the downstream classification task.Table 1 presents the parameter distribution across modules.
Table 1:Parameter efficiency analysis of the RAC-ET framework.
	Component
	Parameters
	Trainable

	ET-BERT Backbone
	132.2M
	No (Frozen)

	Cross-Attention Module
	2.36M
	Yes

	FFN Layer
	2.36M
	Yes

	Classification Head
	0.35M
	Yes

	Total
	137.3M
	5.07M (3.69%)


As shown, the proposed method trains only 3.69% of the total parameters, significantly reducing computa-tional cost while still fully leveraging the representational power of the pre-trained model and the contextual information provided by retrieval augmentation.
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3.10 	Overall Algorithm
Algorithm 1 presents the complete pseudocode for the training and inference pipeline of RAC-ET.
Algorithm 1 RAC-ET: Retrieval-Augmented Classification for Encrypted Traffic 
Require:Pre-trainedencoderE(frozen);trainingsetDtrain;testsetDtest;per-classsamplecountKs;re-		trieval size Kr 
Ensure:Predicted labels for test set ˆy 
1:// Phase 1:Feature Extraction and Knowledge Base Construction 
2:for (xi, yi) ∈Dtrain do
	3:
	hi←E(xi)
	▷Extract 768-dim feature

	4:
	hi←hi/∥hi∥2
	▷L2 normalization


5:end for 
6:Build FAISS index I←IndexFlatIP({hi}) 
7:// Phase 2:Fusion Module Training 
8:for epoch = 1, . . . , Edo
	9:
	for mini-batch B⊂Dtrain do
	▷Query feature

	10:
	hq←E(xq)
	

	11:
	
	▷Residual connection

	
	hr1, . . . , hrKr←FAISS-Search(I, hq, Kr)
	

	12:
	hfused←CrossAttn(hq, [hr1; . . . ; hrKr ]) hout←FFN(hfused) + hq
	

	13:
	
	

	14:
	ˆyq←softmax(Wc · hout)
	

	15:
	Backpropagate and update CrossAttn, FFN, Wc parameters
	

	16:
	end for
	


17:end for 
18:// Phase 3:Inference 
19:for xt∈Dtest do
	20: 21: 22:
	ht←E(xt)/∥E(xt)∥2 
hr1, . . . , hrKr←FAISS-Search(I, ht, Kr)
ˆyt←arg maxsoftmax(Wc · (FFN(CrossAttn(ht, [hr])) + ht))


23:end for 
24:returnˆy
	4
	Experiments


ThissectionsystematicallyevaluatesRAC-ETonthreebenchmarkdatasets:CSTNET-TLS1.3(applica-tionidentification),IoT-23(IoTmalwareidentification),andCICIDS2017(networkintrusiondetection). Centered on the core question—can retrieval augmentation stably improve the performance of pre-trained models in few-shot encrypted traffic classification?—we present the experimental setup (4.1), main results (4.2), Kvalue and component ablation (4.3), efficiency analysis (4.4), CICIDS2017 in-depth analysis (4.5), and discussion (4.6).
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4.1 	Experimental Setup
Datasets 	This paper selects three public datasets to cover different classification granularities, data scarcity levels, and input modalities.
CSTNET-TLS 1.3:A large-scale TLS 1.3 encrypted traffic dataset for application classification,contain-ing 120 classes, representing the many-class, data-sufficient application identification scenario.This paper follows the official ET-BERT preprocessing pipeline, with approximately 50,000 training samples and ap-proximately 10,000 test samples.
IoT-23:A public dataset for IoT malware family identification.The original data contains 23 attack scenar-ios, which we map to {Benign, Okiru, Torii, C&C, DDoS, Attack, PortScan} totaling 7 classes per official annotations; after preprocessing, the training set contains approximately 1.38 × 105samples and the test set approximately3.4 × 104samples,representingthefew-classbutcross-scenario,highlyclass-imbalanced malicious traffic detection scenario.
CICIDS2017:A classic public dataset for network intrusion detection [30],containing 5 days of network trafficcapture,using78-dimensionalflowstatisticalfeaturesextractedbyCICFlowMeterasinput.This paper merges the original 15 attack classes into 7 semantically similar classes (Benign, Brute_Force, DoS, DDoS, Botnet, PortScan, Web_Attack), filtering rare classes with fewer than 50 samples (Heartbleed, Infil-tration); the training set contains approximately 35,000 samples and the test set approximately 8,800 samples, representing the flow-feature input, cross-modal generalization validation scenario.The overall statistics of the three datasets are summarized in Table 2.
Table 2:Summary statistics of the experimental datasets.
	Dataset
	Classes
	Train Samples
	Test Samples
	Feature Type

	CSTNET-TLS 1.3
	120
	∼50,000
	∼10,000
	Byte Payload

	IoT-23
	7
	∼138,000
	∼34,000
	Byte Payload

	CICIDS2017
	7
	∼35,000
	∼8,800
	Flow Features

	
	
	
	
	

	Few-ShotSettings
	Foreachclassineachdataset,Ks∈{1, 3, 5, 10, 20}samplesaredrawnfromthe


training set to form the few-shot training set, while the remaining training samples serve as candidates added totheknowledgebasebutdonotparticipateinsupervisedlosscomputation.Thefew-shottrainingsetis used for both training the fusion module (cross-attention + FFN + classification head) and constructing the initial knowledge base.To reduce sampling variance, all few-shot experiments are repeated with 3 different random seeds (42/123/456), reporting the mean of accuracy (Acc) and Macro-F1.
Backbone and Retrieval Configuration 	Feature extraction uses the officially released ET-BERT model [3], with hidden dimension d = 768.For CSTNET, the corresponding finetuned_model.bin and encryptd_vocab.txt are used; for IoT-23, the corresponding finetuned_model.bin with the same byte-level vocabulary is used.
ET-BERT parameters are frozen during both training and inference.Input sequences are preprocessed fol-lowingSection3.2intotokensequencesoflengthT=129.TheknowledgebaseusesFAISS[28]with the IndexFlatIP index, with all features L2-normalized before insertion, using inner product as equivalent cosine similarity retrieval.The default retrieval size is Kr= 1; specific values are ablated in Section 4.3.
13


CICIDS2017FeatureEncoding 	TovalidatethegeneralizationcapabilityoftheRAC-ETframework across different input modalities,78-dimensional flow statistical features extracted by CICFlowMeter (in-cluding flow duration, packet length distributions, inter-arrival times, etc.)are used as input on CICIDS2017. To project these flow features into the same 768-dimensional representation space as ET-BERT, a lightweight flowfeatureencoderisdesigned(atwo-layerfullyconnectednetworkwithintermediatedimension384, LayerNorm + GELU activation),pre-trained via self-supervised contrastive learning (SimCLR-style,tem-peraturecoefficientτ=0.1)onunlabeledflowfeaturesfor50epochs,withoutusinganyclasslabels. This encoder serves the same role as ET-BERT on CSTNET/IoT-23:providing frozen general-purpose rep-resentations,allowing the downstream retrieval and classification modules to operate in the identical 768-dimensional space.Semantically similar attack subcategories are merged into 7 classes (Benign, Brute_Force, DoS, DDoS, Botnet, PortScan, Web_Attack), filtering rare classes with fewer than 50 samples (Heartbleed, Infiltration).
FusionandTraining 	Boththecross-attentionmoduleandFFNusesingle-layerstructures,withhidden dimension dk= 768 and 8 attention heads.The optimizer is Adam with learning rate 2×10−5, linear warmup over 10% of steps, trained for 30 epochs under few-shot settings (early stopping patience of 5 epochs), with batch size 32.For full CSTNET training, batch size is 64 with 10 training epochs.
Baselines 	The experiments compare against the following baselines:
•ET-BERT fine-tuning [3]:A linear classification head is attached to ET-BERT’s [CLS] representation and the entire model is fine-tuned; this shares the same backbone and input as RAC-ET and serves as the most direct control baseline;
•Random Forest, XGBoost:Traditional machine learning classifiers using ET-BERT global features as input, for comparing the upper bound of traditional discriminators;
•Infew-shotbaselines,PrototypicalNetworks[15]andMatchingNetworks[16]areadditionally included.
Implementation and Hardware 	All experiments are conducted on a single NVIDIA RTX 3090 Ti (24 GB) GPU, implemented in PyTorch; FAISS uses the CPU version for index construction; evaluation metrics are Accuracy and Macro-F1.
4.2 	Main Results
Few-ShotPerformance 	Table3(Accuracy)andTable4(Macro-F1),Figure2,Figure3,andFigure4 summarizethefew-shotresultsonthreedatasetsunderdifferentKssettings(meanvalues,Kr=1or optimal Kr).Overall, RAC-ET performs no worse than the baseline across all settings on all three datasets, with significant improvements on IoT-23 and CICIDS2017.
We observe the following phenomena from the above results:
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Table 3:Main few-shot classification results (Accuracy, %).∆Acc is the absolute improvement of RAC-ET over the ET-BERT baseline.
	Dataset
	Setting
	ET-BERT
	RAC-ET (Ours)
	∆Acc

	CSTNET-TLS 1.3
	1-shot
	95.44
	95.44
	+0.00

	
	5-shot
	95.38
	95.60
	+0.22

	
	10-shot
	95.52
	95.82
	+0.30

	IoT-23
	1-shot
	24.14
	26.35
	+2.21

	
	3-shot
	20.43
	48.57
	+28.15

	
	5-shot
	31.25
	51.35
	+20.11

	
	10-shot
	36.33
	62.56
	+26.23

	
	20-shot
	44.91
	68.65
	+23.73

	CICIDS2017
	1-shot
	35.24
	36.90
	+1.66

	
	5-shot
	60.23
	67.52
	+7.29

	
	10-shot
	70.31
	81.53
	+11.22


Table 4:Main few-shot classification results (Macro-F1, %).∆F1 is the absolute improvement of RAC-ET over the ET-BERT baseline.
	Dataset
	Setting
	ET-BERT
	RAC-ET (Ours)
	∆F1

	CSTNET-TLS 1.3
	1-shot
	95.44
	95.44
	+0.00

	
	5-shot
	95.38
	95.60
	+0.22

	
	10-shot
	95.52
	95.82
	+0.30

	CICIDS2017
	1-shot
	36.31
	38.45
	+2.14

	
	5-shot
	60.70
	66.30
	+5.60

	
	10-shot
	70.74
	80.58
	+9.84


IoT-23: few-shot classification (3-seed mean)
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Figure 2:Accuracy comparison between RAC-ET and ET-BERT baseline under different Ks on the IoT-23 dataset (mean of 3 seeds).Green values indicate RAC-ET’s absolute improvement over the baseline.
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Figure3:Accuracycomparisonunderfew-shotsettingsonCSTNET-TLS1.3.TheET-BERTbaselineis alreadynearsaturation,yetRAC-ETstillachieves+0.00%∼+0.30%consistentimprovementwithout introducing degradation.
1.Stableperformancewhensemanticcoverageissufficient.SinceET-BERTwaspre-trainedvia maskedlanguagemodelingonCSTNET-homologouscorpora,its[CLS]representationisalready very compact for this task, achieving 95.44% accuracy even with only 1-shot; on this basis, RAC-ET achieves a consistent improvement of +0.00% to +0.30% through retrieval context without introduc-ing side effects, demonstrating that introducing non-parametric memory does not damage the existing decision boundaries.
2.Significant improvement when semantic coverage is insufficient.The malicious traffic distribution of IoT-23 differs substantially from the ET-BERT pre-training corpus,and the [CLS] representation alone cannot form stable discrimination among the 7 families, with ET-BERT achieving only 24.14% at1-shot;RAC-ETimproves3-shot/5-shot/10-shot/20-shotaccuracyby+28.15%/+20.11%/+ 26.23%/ + 23.73% respectively, with an average gain of approximately +20.09%, through retrieving and fusing support sample features.
3.Gains vary with the discriminability of supervised data rather than monotonically with quantity. At 1-shot, with only 7 support samples, randomness is high and class clusters are sparse, so RAC-ET’s improvement is relatively conservative (+2.21%); when Ks≥3, the number of same-class samples available in the knowledge base rapidly increases, causing the improvement to surge above +20% and stabilize.
4.Cross-modal generalization: retrieval augmentation is equally effective in the flow feature space. On CICIDS2017,using 78-dimensional flow statistical features instead of byte payloads (Figure 4), RAC-ET still demonstrates consistent and significant improvements:1-shot +1.66%, 5-shot +7.29%, 10-shot +11.22%.This result indicates that RAC-ET’s core advantage—extending few-shot decision context through neighbor retrieval—does not depend on a specific backbone encoder and equally holds withaself-supervisedpre-trainedflowfeatureencoder.Notably,theabsoluteimprovementat10-shotreaches11.22%(from70.31%to81.53%),furthercorroboratingthecorethesisthat“retrieval augmentation yields the greatest benefit when pre-trained representations have insufficient coverage.”
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Figure 4:Accuracy comparison between RAC-ET and the baseline under different Kson the CICIDS2017 dataset(meanof3seeds).Using78-dimensionalCICFlowMeterflowfeatureswithaself-superviseden-coder,RAC-ETachieves+7.29%and+11.22%significantimprovementsat5-shotand10-shotrespec-tively.
Full-Data Comparison 	Table 5 and Figure 5 present the comparison between RAC-ET and several rep-resentativebaselinesunderfullCSTNETtrainingdata.RAC-ET,whilekeepingtheET-BERTbackbone frozen,furtherachieves+3.00%accuracyimprovementoverthefullyfine-tunedET-BERT,and+2.55% improvement in Macro-F1.Figure 6 further compares the three datasets in terms of average few-shot im-provement, clearly showing that RAC-ET’s gains primarily come from the IoT-23 and CICIDS2017 scenarios where distribution shift is larger.
Table 5:Baseline comparison under full CSTNET data (%).RF and XGBoost use ET-BERT’s [CLS] fea-tures as input.
	Method
	Accuracy
	Macro-F1

	Random Forest (RF)
	30.10
	27.37

	XGBoost
	35.55
	33.52

	ET-BERT (Full Fine-tune)
	88.75
	89.28

	RAC-ET (Ours)
	91.75
	91.83

	
	
	

	Comparison with Few-Shot Methods
	Table 6 further compares RAC-ET with typical few-shot learning


methodsonCSTNET.Intheapplicationidentificationtaskwithsufficientclassesandrelativelyabundant data, Prototypical Networks and RAC-ET perform comparably, both significantly outperforming direct fine-tuning;at10-shot,RAC-ETmaintainscompetitiveness(95.85%),verifyingthatretrievalaugmentationin such scenarios is neither degrading nor redundant.
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CSTNET-TLS 1.3: full-data baselines vs. RAC-ET
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Figure 5:Baseline comparison under full CSTNET-TLS 1.3 data.RAC-ET achieves +3.00% accuracy and +2.55% Macro-F1 gains over the full fine-tuning baseline while keeping the ET-BERT backbone frozen.
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Figure 6:Average few-shot improvement of RAC-ET over the baseline per dataset.The average gains on IoT-23 and CICIDS2017 (larger distribution shift) are significantly higher than on CSTNET (semantically saturated),corroboratingthatretrievalaugmentationprimarilycompensatesforthecoveragegapsofpre-trained representations.
Table 6:Comparison with few-shot methods on CSTNET (Accuracy, %).
	Method
	1-shot
	5-shot
	10-shot
	20-shot

	Prototypical Networks
	90.61
	95.14
	96.32
	97.82

	Matching Networks
	90.63
	94.65
	95.59
	96.97

	ET-BERT Fine-tune
	89.49
	95.28
	96.73
	98.11

	RAC-ET (Ours)
	90.61
	94.85
	95.85
	97.16
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4.3 	Ablation Study
Fusion Component Ablation 	On CSTNET full data, we sequentially remove or replace key components of the RAC-ET fusion module (see Table 7 and Figure 7).Here “+ Attn+FFN (no residual)” denotes retaining attention and FFN but removing the residual connection and LayerNorm.We observe that:
•AsimpleMLPthatdirectlyconcatenatesqueryandretrievalfeaturesperformsbelowthebaseline (−8.10%), indicating that naive feature concatenation cannot effectively filter retrieval noise;
•Using attention or FFN alone is weaker than the baseline, confirming that the two must work syner-gistically;
•Removing the residual connection causes the largest degradation (−13.50%), demonstrating that the residual pathway is crucial for maintaining query feature dominance and gradient flow;
•The complete RAC-ET achieves 91.75%, a net improvement of +3.00% over the ET-BERT baseline.
Table 7:Fusion module ablation on CSTNET full data (%).
	
	Configuration
	Accuracy
	Macro-F1
	∆Acc

	
	ET-BERT Baseline
	88.75
	89.28
	–

	
	+ Simple MLP Fusion
	80.65
	81.02
	−8.10

	
	+ Attention Only
	83.40
	83.85
	−5.35

	
	+ FFN Only
	83.75
	84.21
	−5.00

	
	+ Attn+FFN (No Residual)
	75.25
	75.68
	−13.50

	
	Full RAC-ET
	91.75
	91.83
	+3.00

	RetrievalSizeKr
	Table8andFigure8analyzetheeffectofKronIoT-23withKs=10fixed.We


observethatKr=1achievesthehighestaccuracyof62.56%,withaccuracymonotonicallydecreasing asKrincreases.Thisisbecausetheinter-classdifferencesinIoT-23arelargewhileintra-classpatterns are relatively concentrated:the Top-1 nearest neighbor already provides strong discriminative cues for the query, and increasing Krfurther introduces more cross-class or morphologically different same-class sam-ples, which instead inject noise during fusion.Combined with the fusion mechanism, the Kr= 1 setting is also the most economical in terms of memory and inference speed.
Table 8:Ablation of Kron IoT-23 (Ks= 10, Accuracy, %).
	Kr
	Accuracy

	1 
3 
5 
10
	62.56 
56.55 
52.50 
47.65
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	Fusion component ablation on CSTNET (full data) 95
Figure 8:Effect of retrieval size Kron accuracy for IoT-23 (Ks= 10).The green circle marks the optimal
configuration Kr= 1; increasing Krintroduces cross-class or morphologically different neighbor samples,
which inject noise during fusion.
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4.4 	Efficiency Analysis
Table9comparesRAC-ETandET-BERTfullfine-tuningintermsoftrainableparameters,trainingtime, andpeakGPUmemory.RAC-ETfreezestheET-BERTbackboneandtrainsonly5.07 M(approximately 3.69%) parameters,with significantly reduced training time and memory usage.During inference,FAISS IndexFlatIP provides linear-time exact nearest-neighbor retrieval, and combined with the default Kr= 1 setting, the overall inference overhead increases only slightly relative to ET-BERT, satisfying the engineering constraints of typical online detection scenarios.
Table 9:Efficiency comparison with ET-BERT full fine-tuning.
	
	Metric
	ET-BERT Full Fine-tune
	RAC-ET (Ours)

	
	Total Parameters
	132.2M
	137.3M

	
	Trainable Parameters
	132.2M (100%)
	5.07M (3.69%)

	
	CSTNET Training Time
	∼2.5 h
	∼12 min

	
	Peak GPU Memory
	∼16 GB
	∼8 GB

	4.5
	CICIDS2017 In-Depth Analysis
	
	


To further understand the behavioral patterns of RAC-ET on CICIDS2017, Figure 9 presents the per-class F1 comparison at 10-shot, Figure 10 shows the confusion matrix of RAC-ET, and Figure 11 visualizes the feature distribution extracted by the self-supervised encoder via t-SNE.
CICIDS2017 (10-shot): Per-class F1 comparison
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Figure 9:Per-class F1 comparison on CICIDS2017 (10-shot).RAC-ET achieves particularly significant F1 improvements on attack categories such as DDoS and PortScan, indicating that retrieval augmentation has stronger auxiliary discrimination for attack types with clear feature patterns.
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Figure 11:t-SNE visualization of CICIDS2017 self-supervised encoder features (test set subsample).Dif-ferent colors represent different attack categories.The self-supervised pre-training has formed preliminary cluster structures, but some categories (e.g., DoS and DDoS) exhibit overlapping regions, which is precisely the space where RAC-ET provides additional discriminative cues through neighbor retrieval.
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4.6 	Discussion
When Is Retrieval Augmentation Most Effective? 	Synthesizing Table 3 and Table 8, two prerequisites emerge for RAC-ET to be effective:(i) the query sample must lie close to same-class samples in the semantic space so that Top-Krretrieval is informative, and (ii) the fusion module must suppress the inevitable noise from nearest-neighbor retrieval.The gain gradient across the three datasets clearly supports this thesis:CST-NET (ET-BERT pre-trained on homologous data) →CICIDS2017 (flow features + self-supervised encoder)→IoT-23 (byte payload + cross-domain distribution shift).As the coverage of pre-trained representations overthetargettaskdecreases,RAC-ET’sgainsincrease—retrievalaugmentationessentiallycompensates for the coverage gaps of pre-trained representations.The +11.22% improvement at 10-shot on CICIDS2017 further confirms that this framework generalizes equally well to flow statistical feature inputs.
Relationship with Meta-Learning Methods Prototypical and matching networks treat support samples as references during the training phase.RAC-ET instead treats them as dynamically updatable non-parametric memory during the inference phase:when new classes or variants appear, new samples are simply written to the knowledge base—no retraining of the fusion module or backbone is required.This property makes RAC-ET particularly well suited to practical deployment scenarios where traffic classes evolve over time.
DynamicKnowledgeBaseUpdatesandZero-CostAdaptation 	ThearchitectureofRAC-ETconfers adistinctiveoperationaladvantage:knowledgebaseupdatesareentirelydecoupledfrommodelparame-ters.Traditionalsupervisedclassifiers—includingfine-tunedET-BERT—requirecollectingsufficientla-beled samples and re-fine-tuning some or all parameters when encountering new attack variants or emerging classes.RAC-ET, by contrast, only requires extracting a feature vector through the frozen encoder and ap-pending it to the FAISS index—no retraining of the fusion module or backbone is needed.In practice, once a security operator confirms a new malicious traffic sample, it can be incorporated into the detection system in near real time;the entire process incurs only a single forward pass (∼0.01 s) plus one vector in-dex update.This “plug-and-play” knowledge expansion capability gives RAC-ET a significant operational efficiency advantage in real-world network environments where attack patterns evolve continuously.
Limitations 	Threelimitationsshouldbenoted.First,theCICIDS2017experimentusesflowstatistical features rather than byte payloads,creating an input-modality gap with CSTNET and IoT-23;future work will unify all inputs to byte-level representations once complete raw PCAP data are available.Second, the current evaluation does not cover more stringent cross-domain transfer or class-incremental scenarios.Third, FAISS defaults to exact inner product search, which has room for optimization at million-scale knowledge base sizes; the performance–efficiency trade-off with approximate indices such as IVF and HNSW warrants dedicated investigation.
5 	Conclusion
This paper addresses three key challenges in encrypted traffic classification—scarce labeled samples, insuf-ficient few-shot generalization of pre-trained models, and high online update costs—by proposing RAC-ET,
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a lightweight retrieval-augmented classification framework.On the method side, this paper uses a frozen pre-trained encoder as the feature extractor, constructs a FAISS-based traffic sample knowledge base, and fuses queryfeatureswithTop-Krneighborfeaturesthroughcross-attention,enablingclassificationdecisionsto simultaneously leverage both parametric semantic representations and non-parametric sample memory.On the experimental side, the framework’s effectiveness is systematically validated on three benchmark datasets: on CSTNET-TLS 1.3 full data, accuracy improves from 88.75% to 91.75% (+3.00%), with consistent im-provements of +0.00% to +0.30% under 1/5/10-shot settings;on IoT-23, the method achieves an average improvement of +20.09% under few-shot settings, with the highest gains of +28.15% at 3-shot, +26.23% at 10-shot, and +23.73% at 20-shot; on CICIDS2017, the framework’s cross-modal generalization capability is validated using flow statistical features, achieving +11.22% improvement at 10-shot.On the efficiency side, RAC-ET trains only 3.69% of the parameters yet achieves accuracy superior to full fine-tuning, providing a viable path for encrypted traffic detection deployment in resource-constrained environments.
Futureworkwillproceedalongthreedirections:(1)unifyingtheCICIDS2017inputmodalityfromflow statisticalfeaturestobytepayloadsoncecompleterawPCAPdatabecomeavailable,andextendingthe evaluationtocross-domaintransferandclass-incrementalscenarios;(2)exploringmoreefficientapprox-imatenearest-neighborindicesandlearnableretrieverstofurtherreduceinferencelatencyonlarge-scale knowledge bases; (3) investigating adversarial robustness and privacy-preserving mechanisms for retrieval-augmented classification to maintain stability in real-world adversarial environments.
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